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Abstract of the contribution: Resolving editor’s note in Clause 6.3. 
1. Introduction
This contribution resolves the following editor’s note in Clause 6.3:

Editor’s Note: It is FFS whether the solution is compliant with LTE security needs. 
Editor’s Note: The roaming aspects of this solution need to be considered

Editor’s Note: Privacy of IMEI and its impact on the network need to be considered

Editor’s Note: More details of the provisioning of the long term key are needed

Editor’s Note: LI aspects are FFS

Editor’s Note: How the MNO provides charging is FFS.

The solution in 6.3 is not expected to be updated. It is also proposed to convert these to notes or delete where appropriate.
Various editorial fixes are also proposed.

2. Proposed Changes
***************Start of Change 1****************
6.3
Solution for attach identifier obfuscation for vehicle UE privacy 

6.3.1
Security requirements addressed 

This solution corresponds to the Key Issue #7 "Vehicle UE privacy ". 


6.3.2
Solution details
The solution is based on reference [5]. UE identities used for the V2X communication are managed separately (e.g. by an organizationally distinct 3rd party Server such as a Vehicle OEM) from the existing 3GPP identities, and are referred to as PMSIs (Pseudonymous Mobile Subscriber IDs). This solution is summarized below.
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Figure 6.3.2-1: Provisioning of PMSIs

As an initial step, the UE requests authorization for V2X operation from the home V2X Control Function. This can be done based on the 3GPP identity as usual, and in consultation with the HSS for the UE subscription. 

Note: The roaming, privacy of IMEI and its impact on the network, long term key provisioning, LI, and charging aspects are not addressed in this solution.




The following characteristics of the entities shown are assumed:

( The Vehicle-UE can establish a secure end to end link to the 3rd party Server (e.g., Pseudonym CA or Vehicle OEM). The Vehicle UE also shares traditional LTE credentials with its MNO.

( In addition, the MNO shares pool of tickets (certificates) with each Vehicle-UE, which will be used for authorization of Vehicle-UE during PMSI distribution from Pseudonym CA to the Vehicle-UE. MNO shares with Pseudonym CA its pubic key, which is used for verification of tickets.

( The MNO employs a function that generates (PMSI, Key) pairs for attachment. Distributes periodic key to all of its v-UEs.

Referring to Figure 6.3.2-1, the cited solution proposes that the MNO provisions each of its vehicle UEs with a shared (same for all UEs) key, KPERIOD, for the PMSIs, in order to hide the PMSIs from the 3rd party Server. In the LTE V2X architecture, this could be realized by the V2X Control Function sending a shared PMSI Key to each of its UE upon authorization success. 

The following steps take place.

1. vUE establishes secure link with its MNO, e.g. V2X Control Function, requests a temporary (e.g. monthly) key KPERIOD  and tickets (i.e. random id with signature by MNO).
2. vUE gets MNO’s temp key KPERIOD. All vUEs get the same temporary shared key. Additionally, vUE gets pool of tickets, where a ticket is used for each request of PMSI subpool to Pseudonym CA.

3. For each Pseudonym CA (PCA), MNO generates many (PMSI, KPMSI) pairs, encrypts each one with KPERIOD. MNO sends this megapool and its public key to verify the signature of tickets to the PCA. 

NOTE: (this step can be done in advance of 1,2).

4. vUE establishes a secure link to its PCA, gets PCA KvUE. vUE and PCA establish and end-to-end secure link based on this key. vUE sends a ticket (i.e. random id with signature by MNO) to PCA. The MNO link (WAN) may be used as transport.

5. PCA verify the ticket, and if it is valid, PCA selects a subpool of (PMSI, KPMSI) pairs for this IMSI, stores mapping. PCA sends subpool to vUE.

6. vUE decrypts each received (PMSI, KPMSI) pair with KPERIOD
At this point the vUE has several (PMSI, KPMSI) pairs that it can use to attach with. The MNO will know that this PMSI was authorized, but not the IMSI of the UE.

***************End of Change 1****************
3. Conclusion
SA3 is kindly requested to accept the changes proposed in section 2 to the TR 33.885.
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